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CENTRAL FAX CENTER 

MAR 0 7 2008 

IN THE CLAIMS 
Please amend claims 30 and 46 as follows: 

1. (PREVIOUSLY PRESENTED) A method for processing data comprising: 
receiving a first biometric data and a first personal key; 

processing the first biometric data combined with the first personal key through an 
irreversible cryptographic algorithm to form a first processed data; 

receiving a second biometric data and a second personal key; 

processing the second biometric data combined with the second personal key through the 
irreversible cryptographic algorithm to form a second processed data; 

eliminating all storage or trace of the first and second biometric data and personal keys in an 
unprocessed form; 

comparing the second processed data to the first processed data, without accessing the first 
and second processed data in an unprocessed form, in order to enable authentication of the first and 
second biometric data and personal keys in a confidential manner; and 

generating a signal pertaining to the comparison of the second processed data to the first 
processed data for use in an authentication process. 

2. (ORIGINAL) The method of claim 1 further comprising generating a first variant from 
the first biometric data prior to processing the first biometric data and the first personal key through 
the irreversible cryptographic algorithm. 

3. (ORIGINAL) The method of claim 1 further comprising generating a second variant 
from the second biometric ckta prior to processing the second biometric data and the second 
personal key through the irreversible cryptographic algorithm. 

4. (ORIGINAL) The method of claim 1 further comprising processing the first biometric 
data through a secondary ineversible cryptographic algorithm prior to processing the first biometric 
data and the second biometric data through the irreversible cryptographic algorithm. 

5. (ORIGINAL) The method of claim 1 further comprising adding salt to the first biometric 
data and the first personal key. 
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6. (ORIGINAL) The method of claim 1 further comprising processing the first personal key 
through a cryptographic algorithm prior to processing the first biometric data and the first personal 
key through the irreversible cryptographic algorithm. 

7. (ORIGINAL) The method of claim 1 further comprising associating a first primary key to 
the first processed dam* 

8. (ORIGINAL) The method of claim 1 further comprising associating a second primary key 
to die second processed data. 

9. (ORIGINAL) The method of claim 1 wherein receiving the first biometric data and the 
first personal key occurs during an enrollment process. 

10. (ORIGINAL) The method of claim 1 wherein receiving the second biometric data and 
the second personal key occurs during an authentication process. 

11. (ORIGINAL) The method of claim 1 wherein generating a signal includes issuing a 
confirmation signal when the second processed data matches the first processed data. 

12. (ORIGINAL) Tbe method of claim 1 1 wherein issuing a confirmation signal allows 
access to a facility. 

13. (ORIGINAL) The method of claim 11 wherein issuing a confirmation signal allows 
access to a system. 

14. (ORIGINAL) The method of claim 1 wherein generating a signal includes issuing a 
rejection signal when the second processed data does not match the first processed data. 

15. (ORIGINAL) The method of claim 1 further comprising storing the first processed data 
in a database. 
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16. (ORIGINAL) The method of claim 15 wherein the database includes a plurality of first 
processed data. 

17. (PREVIOUSLY PRESENTED) A method for processing data comprising: 
receiving biometric data and a personal key; 

processing the biometric data combined with the personal key through an irreversible 
cryptographic algorithm to form a processed data; 

elirninating all storage or trace of the biometric data and personal key in an unprocessed 
form; and 

comparing the processed data to secondary data, without accessing the processed data in an 
unprocessed form, in order to enable authentication of the biometric data and personal key in a 
confidential manner. 

18. (ORIGINAL) The method of claim 17 further comprising generating a variant from the 
biometric data prior to processing the biometric data and the personal key through the irreversible 
cryptographic algorithm. 

19. (ORIGINAL) The method of claim 17 further comprising processing the biometric data 
through a secondary irreversible cryptographic algorithm prior to processing the biometric data and 
the personal key through the irreversible cryptographic algorithm. 

20. (ORIGINAL) The method of claim 17 further comprising adding salt to the biometric 
data and the personal key prior to processing the biometric data and the personal key through the 
irreversible cryptographic algorithm. 

21. (ORIGINAL) The method of claim 17 wherein receiving the biometric data and the 
personal key occurs during an authentication process. 

22. (ORIGINAL) The method of claim 17 further comprising associating a primary key with 
the biometric data and the personal key. 
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23. (ORIGINAL) l"he method of claim 17 wherein the secondary data includes a secondary 
biometric data and a secomlary personal key. 

24. (ORIGINAL) The method of claim 23 wherein the secondary biometric data and the 
secondary personal key is received during an enrollment process. 

25. (ORIGINAL) The method of claim 17 further comprising generating a signal 
corresponding to the comparison of the processed data to the secondary data. 

26. (ORIGINAL) The method of claim 25 wherein generating a signal includes issuing a 
confirmation message when the processed dara matches at lease a portion of secondary data. 

27. (ORIGINAL) The method of claim 25 wherein generating a signal includes issuing a 
denial message when the processed data does not match at least a portion of secondary data. 

28. (ORIGINAL) The method of claim 25 wherein generating a signal allows entry into a 
facility when the processed data matches the secondary data. 

29. (ORIGINAL) The method of claim 25 wherein generating a signal allows entry into a 
system when the processed data matches the secondary data. 

30. (CURRKNTLY AMENDED) For a system for processing daca and a computer readable 
medium containing storage device storing program instructions for execution by a computer ibf 
pcrformingHJae . such chat when the computer executes, the program instructi.o_ii5^ilj)erforiTis a 
method for processing data, comprising: 

receiving a first biometric data and a first personal key; 

processing the first biometric data combined with the first personal key through an 
irreversible cryptographic algorithm to form a first processed data; 

receiving a second biometric data and a second personal key; 

processing the second biometric data combined with the second personal key through the 
irreversible cryptographic algorithm to form a second processed data; 
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eliminating all storage or trace of the first and second biometric data and personal keys in an 
unprocessed form; 

comparing the second processed data to the first processed data, without accessing the first 
and second processed data in an unprocessed form, in order to enable authentication of the first and 
second biometric data and personal keys in a confidential manner; and 

generating a signal pertaining to the comparison of the second processed data to the first 
processed data for use in art authentication process. 

31. (ORIGINAL) The computer readable medium for performing the method of claim 30 
further comprising generating a first variant from the first biometric data prior to processing the first 
biometric data and the first personal key through the irreversible cryptographic algorithm. 

32. (ORIGINAL) The computer readable medium for performing the method of claim 30 
further comprising generating a second variant from the second biometric data prior to processing 
the second biometric data and the second personal key through the irreversible cryptographic 
algorithm. 

33. (ORIGINAL) The computer readable medium for performing the method of c laim 30 
further comprising processing the first biometric data through a secondary irreversible cryptographic 
algorithm prior to processing the first biometric data and the second biometric data through the 
irreversible cryptographic algorithm. 

34. (ORIGINAL) The computer readable medium for performing the method of claim 30 
further comprising adding sjdt to the first biometric data and the first personal key prior to 
processing the first biometric data and the second biometric data through the irreversible 
cryptographic algorithm. 

35. (ORIGINAL) The computer readable medium for performing the method of claim 30 
further comprising processing the first personal key through a reversible cryptographic algorithm 
prior to processing the first biometric data and the first personal key through the irreversible 
cryptographic algorithm. 
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36. (ORIGINAL) The computer readable medium for performing the method of claim 30 
further comprising associating a first primary key to the first processed data. 

37. (ORIGINAL) The computer readable medium for performing the method of claim 30 
further comprising associating a second primary key to the second processed data. 

38. (ORIGINAL) T*he computer readable medium for performing the method of claim 30 
wherein receiving the first biometric data and the first personal key occurs during an enrollment 
process. 

39. (ORIGINAL) The computer readable medium for performing die method of claim 30 
wherein receiving die second biometric data and the second personal key occurs during an 
authentication process. 

40. (ORIGINAL) The computer readable medium for performing the method of claim 30 
wherein generating a signal includes issuing a confirmation signal when the second processed data 
matches the first processed data. 

41 . (ORIGINAL) The computer readable medium for performing the method of claim 40 
wherein issuing a confirmation signal allows access to a facility. 

42. (ORIGINAL) The computer readable medium for performing the method of claim 40 
wherein issuing a confirmation signal allows access to a system. 

43. (ORIGINAL) The computer readable medium for performing the method of claim 30 
wherein generating a signal includes issuing a rejection signal when the second processed data does 
not match the first processed data. 

44. (ORIGINAL) The computer readable medium for performing the method of claim 30 
further comprising storing the first processed data in a database. 
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45. (ORIGINAL) The computet readable medium for performing the method of claim 44 
wherein the database includes a plurality of first processed data. 

46. (CURRENTLY AMENDED) For a system fot processing data and a computer readable 
rpHni^ rpn . r4w w«g storage, device storing program instructions for execution by a computer fef 
pcrformia g-Ae . such that when the computer executes the prog r am instructions, it performs a 
method for processing data, comprising: 

receiving biomemc data and a personal key; 

processing the biomecric data combined with the personal key through an irreversible 
cryptographic algoriuSm to form a processed data; 

eliminating all storage or trace of the biometric data and personal key in an unprocessed 
form; and 

comparing the processed data to secondary data, without accessing the processed data in an 
unprocessed form, in order to enable authentication of the biometric data and personal key in a 
confidential manner. 

47. (ORIGINAL) The computer readable medium for performing the mediod of claim 46 
further comprising generarLig a variant from the biometric data prior to processing the biometric 
data and the personal key through the irreversible cryptographic algorithm. 

48. (ORIGINAL) The computer readable medium for performing the method of claim 46 
further comprising processing the biometric data through a secondary irreversible cryptographic 
algorithm prior to processing the biometric data and the personal key through the irreversible 
cryptographic algorithm. 

49. (ORIGINAL) The computer readable medium for performing the method of claim 46 
further comprising adding salt to the biomemc data and the personal key prior to processing the 
biometric data and the personal key through the irreversible cryptographic algorithm. 

50. (ORIGINAL) The computer readable medium for performing the method of claim 46 
wherein receiving the biometric data and the personal key occurs during an authentication process. 
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51- (ORIGINAL) The computer readable medium for performing the method of claim 46 
farther comprising associating a primary key with the biometric data and the personal key. 

52. (ORIGINAL) The computer readable medium for performing the method of claim 46 
wherein the secondary data includes a secondary biometric data and a secondary personal key. 

53. (ORIGINAL) The computer readable medium for performing the method of claim 52 
wherein the secondary biometric data and the secondary personal key is received during an 
enrollment process. 

54. (ORIGINAL) The computer readable medium for perfortning the method of claim 46 
further comprising generating a signal corresponding co the comparison of the processed data to the 
secondary data. 

55. (ORIGINAL) The computer readable medium for performing die method of claim 54 
wherein generating a signal bcludes issuing a confirmation message when the processed data 
matches at lea$t a portion of secondary data* 

56. (ORIGINAL) The computer readable medium for performing the method of claim 54 
wherein generating a signal includes issuing a de nial message when the processed data does not 
match at least a portion of secondary data. 

57. (ORIGINAL) The computer readable medium for performing the method of claim 54 
wherein generating a signal allows entry into a facility when the processed data matches the 
secondary data* 

58. (ORIGINAL) The computer readable medium for performing the method of claim 54 
wherein generating a signal ;dlows entry into a system when the processed data matches the 
secondary data. 



G&C 30571 -302-US-U1 

PAGE 1 RCVD AT 3ff/2008 7:50:54 PM [Eastern Standard Time] 1 SVR:USPT0€FXRF-5I37 f DNIS:27^300 1 CS1D:+13108418798 * DURATION (mm-ss):06-30 



